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OUR INNOVATION — YOUR SECURITY

Mail-SeCure™ 5000 for Large Enterprises

The war against spammers is not a simple one. It requires spam fighters to be
dynamic, sophisticated and creative.

Mail-SeCure 5000 series appliances protect enterprise-level business networks
(3,000 to 25,000 email users) from both targeted and non-targeted email-related
threats.

Cluster Management

When working with a cluster of three or more Mail-SeCure appliances, Mail- SeCure
enables centralized management of mail-traffic and quarantine logs. Logs from several
mail scanning appliances are delivered and stored on one dedicated Mail-SeCure
management appliance, simplifying many management and auditing procedures.

Integrated Load Balancing

There is no need to purchase third-party load-balancing devices. Mail-SeCure’s internal
load-balancing feature enables the scaling of traffic between two or more Mail-SeCure
appliances with several distribution methods, thus saving major IT costs.

Perimeter-Based Advanced Spam Protection

Mail-SeCure is equipped with an advanced, multi-layered anti-spam module, which
stops most threats (up to 90%) at the perimeter level (prior to the organization’s
network), resulting in major savings in bandwidth and system resources, along with
a better detection rate (less data is read by the system) and a reduced false positive
ratio. Post perimeter protection includes in-depth analysis by different anti-spam
content inspection engines.

Mail-SeCure has recently gained the Anti-Spam Checkmark Certification at the
premium level, achieving a detection rate of over 99%.

Mail Encryption Solution (optional)

Mail-SeCure offers a powerful, comprehensive, centrally managed email encryption
service to ensure that confidential emails remain confidential. As easy to use as
regular email, it allows users to seamlessly encrypt messages, according to the
organization’s security policy.

The appliance examines all outgoing mail to detect matches to the configured
content encryption policy rules. It will automatically route all encryption-triggered
messages in a secured route (SSL) to PineApp’s dedicated SES (Secure Encryption
Service) center in order for them to be signed, encrypted and delivered to the
original sender in a PDF or HTML format.

+ Advanced Management

+ Backscatter Prevention

+ LDAP support

+ A Content Compliant Solution

+ A System and Network
Resources-Friendly Solution

+ Data Leakage Prevention

+ Full Integration with Archive-
SeCure

+ User Personal Daily Traffic
Reports

+ Anti-Phishing Prevention

+ Real-Time Technology
Implementation

+ Inappropriate Content Control
(ICC) (optional)

+ Rapid ROI

+ An Auto-Updated Solution

+ Seamless Integration

+ Full Scalability
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Form factor 1U Rack-Mount
Weight Min. 14.5 Kg (32 Ibs), Max. 16 Kg (35 Ibs)
Advanced appliance management KVM

Policy enforcement

Licensing
Warranty
Certifications
Model 5080 | 5090
Number of mail users (recommended) 10,000 | 25,000
- ® ®
CPU cores CENEERIETE Mg e (2 2xQuad-Core Intel® Xeon® E5405 Processor 2.0 GHz

Processor 2.0 GHz

SMTP/S with LDAP
Unlimited
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